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,
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I.

PROCEDURAL BACKGROUND.
In its motions in limine, the government moved to admit Agent

as

an expert regarding the cellphones in this case. See Gov MIL at 7-8.

21

objected. On

, at the hearing on the motions in limine, this

22

Court ruled that Agent

could not testify regarding any opinions (e.g., as to

23

what a Cellebrite download can show, what should be there, what he expected to

24

be there, or if he believed

25

The Court further said that it was inclined to allow him to testify as a percipient

26

witness to facts that came from the Cellebrite report. Now that the defense is in

27

receipt of Agent

28

objection to his testimony. This motion follows.

had deleted content off of his phone).

curriculum vitae (see Exhibit A), we renew our
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THIS COURT SHOULD EXCLUDE AGENT
PHONE EXPERT.

AS A CELL

Testimony about using and interpreting the Cellebrite Universal Forensic
Extraction Device is expert testimony.1 Agent

is wholly unqualified to

testify as to the Cellebrite extraction and report of the cellphones in this case.
Agent

training and experience with Cellerite is detailed in four

sentences in his CV. See Ex. A. He concedes that he has never received any formal
training. Id. He does not even claim to have read the user manual that accompanies
the device. Id. Agent

alleges that “[t]here is no formal documented

training” for Cellebrite utilized at his station “because the device(s) only require a
one-time introduction to understand how to effectively use it.”

Id.

This is

completely inaccurate.
Extensive training exists regarding Cellebrite and mobile forensics in general
because more than a one-time introduction is necessary. Numerous training on the
various Cellebrite products exist directly through the manufacturer as well as third
party vendors who specialize in such training. See Exhibit B, Declaration from
Josiah Roloff, at 4. Cellebrite’s own company has multiple certifications available
for their products as well as the field of general mobile forensics. Id.
Agent

has not only not obtained any certifications, he has also never

received any formal training in Cellebrite or mobile forensics.

Instead,

“approximately 5 years ago,” “another agent familiar with the Cellebrite” gave Agent
some type of “introduction” to the device. Ex. A. And Agent

does

not claim to have received any training or guidance as to the device or the field of
mobile forensics in the past five years. Id. This is problematic because like any
specialized and technical body of knowledge, the field of mobile forensics and

26
27
28

1

Courts addressing information gathered from Cellebrite devices have required
expert testimony. See, e.g., State v. Pratt, 128 A.3d 883, 892-93 (Vt. 2015); United
States v. Davis, 2013 WL 2156659 at *4 (S.D. Fl. May 17, 2013); Burnett v. State,
2012 WL 1142478 at *1 (Apr. 4, 2012).
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1

specifically Cellebrite’s updating of their tools, features, and capabilities “change at

2

an extremely brisk pace.” Ex. B at 4. Agent

3

and training in the area renders his ability to testify as an expert on the device on the

4

basis of a five-year old “introduction” even more inappropriate.

lack of continued education

5

Further, there is a movement in the court system to become more, and not less,

6

stringent on the use of experts with mobile forensics. The proposed amendments to

7

the federal rules of evidence that will take effect in November 2017 contemplate the

8

addition of two specific additions to Rule 902. See Exhibit C, Selected Pages from

9

the Proposed Amendments to the Federal Rules of Evidence, available at

10

http://www.uscourts.gov/sites/default/files/preliminary_draft_of_rules_published_for_

11

public_comment_2015-08_0.pdf. FRE 902(13) applies to the introduction of

12

Cellebrite reports and how parties can authenticate this other than through the

13

testimony of a foundation witness. The rule would require “a certification of a

14

qualified person.” Id. at 27 (emphasis added). Agent

15

person. FRE 902(14) also contemplates the introduction of Cellebrite reports and

16

would require this data to be “authenticated by a process of digital identification, as

17

shown by a certification of a qualified person.” Id. at 31. The Committee Note

18

explains that something such as a Cellebrite report would only be self-authenticating

19

where there is “a certification of a qualified person that she checked the hash value

20

of the proffered item and that it was identical to the original.” Id. at 32. (“A hash

21

value is a unique alpha-numeric sequence of approximately 30 characters that an

22

algorithm determines based upon the digital contents of a drive, media, or file.”)

23

The Note indicates that the rule would “allow certifications through processes other

24

than comparison of hash value, including by other reliable means of identification

25

provided by future technology.” Id. The proposed changes to the Rules of

26

Evidence reflect an awareness that forensic data must be verified and authenticated

27

before it can be admitted as evidence and that this is the purview of scientific,

28

technical, or specialized knowledge.

is not a qualified
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1

case has been ongoing since

. The

2

government has had more than enough time to find an expert who is qualified to

3

conduct a Cellebrite analysis and testify to its conclusions. Had the government

4

done this,

5

point in the litigation, with

6

the government should not be permitted to backdoor cellphone expert testimony

7

through its unqualified case agent or be allowed to argue unsupported inferences

8

from that testimony in closing argument.

9

III.

For the above reasons,
exclude Agent

12
13

16
17

respectfully urges this Court to

as a cell phone expert. Alternatively, at a minimum,
requests that the Court hold a Daubert hearing before allowing

Agent

14
15

’ jury trial less than a week away,

CONCLUSION.

10
11

would not be bringing his instant motion. At this

to testify in front of the jury regarding the cellphones in this case.
Respectfully submitted,

Dated:

s/ Whitney Z. Bernstein
WHITNEY Z. BERNSTEIN
CAITLIN E. HOWARD
Federal Defenders of San Diego, Inc.

18
19

Email: Caitlin_Howard@fd.org
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27
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1

CERTIFICATE OF SERVICE

2

Counsel for the Defendant certifies that the foregoing pleading has been

3

electronically served on the following parties by virtue of their registration with the

4

CM/ECF system:

5
Assistant U.S. Attorney

6
7
8

Respectfully submitted,

9
10
11
12
13
14

Dated:

s/ Whitney Z. Bernstein
WHITNEY Z. BERNSTEIN
CAITLIN E. HOWARD
Federal Defenders of San Diego, Inc.
Email: Caitlin_Howard@fd.org
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, DP DQ $JHQW ZLWK WKH 8QLWHG 6WDWHV %RUGHU 3DWURO XQGHU 8QLWHG 6WDWHV
&XVWRPVDQG%RUGHU3URWHFWLRQZKLFKLVDFRPSRQHQWDJHQF\RIWKH'HSDUWPHQW
RI+RPHODQG6HFXULW\,KDYHEHHQHPSOR\HGE\WKH%RUGHU3DWUROVLQFH0D\RI


, DP FXUUHQWO\ DVVLJQHG WR &KXOD 9LVWD %RUGHU 3DWURO 6WDWLRQ¶V ,QWHOOLJHQFH
'LYLVLRQ ZKLFK LV UHVSRQVLEOH IRU GHYHORSLQJ DQDO\]LQJ DQG GLVVHPLQDWLQJ
RSHUDWLRQDO WDFWLFDO DQG VWUDWHJLF LQWHOOLJHQFH WKURXJK WKH XVH RI YDULRXV
LQYHVWLJDWLYH WHFKQLTXHV FULPLQDO LQIRUPDQWV DQG TXHVWLRQLQJ RI GHIHQGDQWV DQG
PDWHULDO ZLWQHVVHV  7KLV LV GRQH LQ DQ HIIRUW WR GHYHORS DFWLRQDEOH LQWHOOLJHQFH
UHODWLQJ WR WKH VPXJJOLQJ RI XQGRFXPHQWHG DOLHQV SULQFLSDOV LQYROYHG LQ DOLHQ
VPXJJOLQJ DOLHQ VPXJJOLQJ RUJDQL]DWLRQV DQG WR EHWWHU XQGHUVWDQG WKH PRGXV
RSHUDQGLRIDOLHQVPXJJOHUVDQGDOLHQVPXJJOLQJRUJDQL]DWLRQV,KDYHH[WHQVLYH
H[SHULHQFH LQ QDUFRWLFV LQYHVWLJDWLRQV LQFOXGLQJ GUXJ LQWHUGLFWLRQ DQG VHL]XUH  ,
KDYHDVVLVWHGLQVHUYLQJDUUHVWZDUUDQWVIRUFULPLQDODOLHQV,VDYHGDQ\HDUROG
JLUO¶V OLIH GXULQJ DQ DFFLGHQW , VLQJOHKDQGHGO\ DUUHVWHG WZR ZDQWHG VXVSHFWV IRU
WKH&KXOD9LVWD3ROLFH'HSDUWPHQWZKLOHSHUIRUPLQJXQLIRUPHGGXWLHV

7KURXJK WKH FRXUVH RI P\ FDUHHU WKURXJK WUDLQLQJ LQYHVWLJDWLRQV DQG
FRQYHUVDWLRQVZLWKRWKHUODZHQIRUFHPHQWSHUVRQQHO,KDYHEHFRPHDZDUHWKDWLWLV
D FRPPRQ SUDFWLFH IRU DOLHQ VPXJJOHUV WR ZRUN LQ FRQFHUW ZLWK RWKHU LQGLYLGXDOV
DQGWRGRVRE\XWLOL]LQJFHOOXODUWHOHSKRQHVSDJHUVDQGSRUWDEOHUDGLRVWRPDLQWDLQ
FRPPXQLFDWLRQV ZLWK FRFRQVSLUDWRUV LQ RUGHU WR IXUWKHU WKHLU FULPLQDO DFWLYLWLHV
7KLVLVSDUWLFXODUO\WUXHLQFDVHVLQYROYLQJDOLHQVPXJJOLQJ7\SLFDOO\ORDGGULYHUV
VPXJJOLQJ KXPDQV DFURVV WKH ERUGHU RU WR WKH LQWHULRU IURP WKH ERUGHU DUH LQ
WHOHSKRQLFFRQWDFWZLWKFRFRQVSLUDWRUVLPPHGLDWHO\SULRUWRGXULQJDQGIROORZLQJ
WKH VPXJJOLQJ HYHQW  7KHVH FRPPXQLFDWLRQV W\SLFDOO\ FRQVLVW RI LQVWUXFWLRQV RQ
KRZZKHUH WR FURVV RU SLFN XS XQGRFXPHQWHG DOLHQV GLUHFWLRQV RI WUDYHO DQG
ORFDWLRQVIRUGHOLYHU\WRVWDVKKRXVHVDQGRUVSRQVRUV$OLHQVPXJJOHUVDQGWKHLU
RUJDQL]DWLRQVXVHFHOOXODUDQGGLJLWDOWHOHSKRQHVLQSDUWEHFDXVHWKHVHLQGLYLGXDOV
EHOLHYH ODZ HQIRUFHPHQW LV XQDEOH WR WUDFN WKH RULJLQDWLRQ DQG GHVWLQDWLRQ SKRQH
QXPEHUVRIFDOOVSODFHGWRDQGIURPFHOOXODUDQGGLJLWDOWHOHSKRQHV

7KURXJKWKHFRXUVHRIP\FDUHHU,KDYHDUUHVWHGDQGLQWHUYLHZHGQXPHURXV
DOLHQ VPXJJOHUV  7KURXJK WKHVH H[SHULHQFHV , KDYH EHFRPH IDPLOLDU ZLWK WKH
DFWLYLWLHVRIWKRVHZKRFRRUGLQDWHVPXJJOLQJHYHQWVDQGWKHSUDFWLFHVXVHGIRUWKH
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GULYHUVVPXJJOHUV WKH\ HPSOR\ ORFDOO\ DQG DEURDG LQFOXGLQJ WUDQVSRUWDWLRQ
PHWKRGVDQGWDFWLFVXVHGWRFRPPXQLFDWHZLWKWKHGULYHUVDQGDYRLGGHWHFWLRQE\
ODZHQIRUFHPHQW


7KH &HOOHEULWH LV D XVHUIULHQGO\ GHYLFH WKDW ZDONV WKH XVHU VWHSE\VWHS
WKURXJK WKH SURFHVV RI H[WUDFWLQJ LQIRUPDWLRQ IURP FHOOXODU SKRQHV 7KHUH LV QR
IRUPDO GRFXPHQWHG WUDLQLQJ RQ WKH &HOOHEULWH V  ZH XWLOL]H DW WKH &KXOD 9LVWD
%RUGHU3DWURO6WDWLRQEHFDXVHWKHGHYLFH V RQO\UHTXLUHVDRQHWLPHLQWURGXFWLRQ
WR XQGHUVWDQG KRZ WR HIIHFWLYHO\ XVH LW , ZDV SURYLGHG WKLV LQWURGXFWLRQ
DSSUR[LPDWHO\\HDUVDJRE\DQRWKHUDJHQWIDPLOLDUZLWKWKH&HOOHEULWHDQGKDYH
VXFFHVVIXOO\ XWLOL]HG VHYHUDO LWHUDWLRQV RI XSGDWHG &HOOHEULWHV RYHU WKLV SHULRG RI
WLPHRQQXPHURXVRFFDVLRQV,HVWLPDWH,KDYHVXFFHVVIXOO\XVHGD&HOOHEULWHFORVH
WRGLIIHUHQWWLPHVLQWKHSHUIRUPDQFHRIP\GXWLHVDVD%RUGHU3DWURODJHQW

,QFDVHVZKHUHWKH&HOOEULWHLVQRWFRPSDWLEOHZLWKWKHFHOOXODUSKRQH,KDYH
DOVRHIIHFWLYHO\PDQXDOO\GRZQORDGHGWKHLQIRUPDWLRQQHHGHG

,KDYHDOVRXWLOL]HGWKH6DQ'LHJR5HJLRQDO&RPSXWHU)RUHQVLF/DERUDWRU\
5&)/  ORFDWHG DW WKH )%, WR H[WUDFW GDWD IURP FHOOXODU SKRQHV  7KHVH GHYLFHV
LQFOXGH WKH /RRVH 0HGLD .LRVN /0.  ZKLFK H[WUDFWV GDWD IURP 6,0 FDUGV  ,
KDYH DOVR XVHG WKH RQVLWH &HOOHEULWH GHYLFH ZKLFK LV VLPLODU WR WKH &HOOHEULWH
GHYLFH XVHG DW WKH &KXOD 9LVWD %RUGHU 3DWURO 6WDWLRQ  , KDYH DOVR XWLOL]HG WKH
&HOOHEULWH8)('3&ZKLFKLVDQDGDSWHUWKDWSOXJVLQWRDFRPSXWHUDQGH[WUDFWV
LQIRUPDWLRQIURPYDULRXVFHOOXODUSKRQHV7KH8)('3&GHYLFHLVXWLOL]HGZKHQ
WKH RQVLWH &HOOHEULWH LV QRW FRPSDWLEOH ZLWK WKH FHOOXODU SKRQH EHLQJ DQDO\]HG
:KHQ GDWD LV H[WUDFWHG DW WKH 5&)/ , DP VXSHUYLVHG E\ DQ RQVLWH ODE
WHFKQLFLDQDQDO\VWZLWKLQWLPDWHNQRZOHGJHRQKRZWRXVHHDFKGHYLFHDQGZLWKWKH
DELOLW\WRJXLGHPHVWHSE\VWHSWKURXJKWKHXVDJHRIHDFKGHYLFHVKRXOG,KDYHDQ\
TXHVWLRQVGXULQJWKHGDWDH[WUDFWLRQSURFHVV
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DECLARATION

I, Josiah Roloff, President of Global CompuSearch LLC, being of legal age and competent to do
so, hereby depose and state:
1 am the President and a Senior Digital Forensics Examiner at Global CompuSearch LLC, a
private digital forensics firm with headquarters in Spokane Washington and offices in Sacramento
California, Palm Springs California, and Portland Oregon. Global CompuSearch provides digital
forensics services and consulting on legal matters that deal with electronic evidence.
My educational background includes a professional certificate in computer forensics from Oregon
State University and New Technologies, Inc. (NTI), the Certified Computer Examiner (CCE)
certification from the International Society of Forensic Computer Examiners, the En Case
Certified Examiner (EnCE) certification by Guidance Software, the Cellebrite Certified Logical
Operator (CCLO) certification, the Cellebrite Certified Physical Analyst (CCPA) certification, the
Cellebrite Certified Mobile Examiner (CCME) certification, an associate degree in the applied
science of network engineering from Spokane Community Colleges and a bachelor degree in
liberal studies with an emphasis in program management from Whitworth University.
I have been working exclusively in the field of digital forensics since 2003. During this time I have
conducted examinations on thousands of pieces of digital evidence to include: hard drives,
compact discs (CDs), digital versatile discs (DVDs), floppy diskettes, thumb drives, flash cards,
magnetic tapes, tablet devices, cellular phones, subscriber identity module (SIM) cards, personal
digital assistants (PDAs), smart phones, feature phones, and data derived from service providers
such as Internet Service Providers, "Cloud" storage providers, and cellular service providers, to
name the most common datasets. During my work within the digital forensic field I have
completed well over eight hundred cases which consisted of analyzing these various media types.
I frequently lecture on the topic of general digital as well as mobile forensics and how it can be
applied in the legal system. In 2015, I co-authored the chapter mobile forensics for the Chapman
and Hall/CRC publication of Mobile Devices: Tools and Technologies. I have been recognized as
a computer, digital and mobile forensics expert witness in numerous United States district courts,
United States military courts and state courts throughout the country.
My firm's list of clients in these matters includes the United States Navy, United States Marine
Corps, United States Army, United States Air Force, United States Coast Guard, Federal and
State Public Defender Offices throughout the United States and private attorneys throughout the
United States, Europe and Asia. My firm has investigated digital evidence in allegations of
homicide, child pornography, "traveling" for sex with minors, smuggling, sexual assault,
unauthorized access (hacking), voyeurism, unauthorized use, espionage, kidnapping, arson, threats
against the president, his family and staff, and robbery, to name a select few.

1
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As President of Global CompuSearch I head a team of four digital forensics examiners and their
support staff that specialize in the investigation of allegations of Internet, digital device, and
evidence derived from electronic sources based crimes. Since my firm's inception, we have
conducted examinations on thousands of computer hard drives and mobile devices, advising
attorneys on our findings and comparing these findings with the reports of law enforcement and
private forensics investigators alike.
My firm has been contacted by Ms. Whitney Bernstein, Esq. of the San Diego, CA office of the
Federal Defenders of San Diego Inc. Attorney Bernstein stated she represents
in United States District Court criminal proceedings, of which, the digital forensic
extraction of a mobile device is in question. Attorney Bernstein requested an independent review
of said government conducted mobile forensic extraction and if necessary, a declaration be drafted
to highlight specific issues.
The examination and review of computer and mobile digital evidence is unlike any other type of
evidence examination. It almost always involves the review of large amounts of data and often
requires the use of multiple forensics tools to do so. Because computer and mobile evidence is by
its very nature, digital, and digital evidence is fragile, such evidence requires special forensics
software and hardware tools for examination as well as the knowledge of how to use them
correctly. Hence, digital evidence is almost always examined in a controlled laboratory
environment by trained personal using specialized investigative software, hardware and
methodology.
Mobile forensic examinations have certain similar characteristics to hard drive or what is
commonly called simply "computer forensics". However, it is important to point out that mobile
forensics is better thought of as a specialty niche or sub-section of digital forensics and it is quite
common for normal "hard drive" forensic examiners to have limited knowledge and/or toolsets
available to them for this specialty.
One significant difference between the two fields begins with the acquisition or preservation
process. In hard drive forensics, multiple tools exist that can be used to create "forensic" images.
That is, verifiable, repeatable, and thus, defendable copies of the original target media. Although
multiple tools exist for this process, when conducting extractions on most hard drives or other
common non-volatile media devices, each tool creates the forensic image essentially in the same
manner with the same verifiable and repeatable output at the end of the process.
In mobile forensics, a plethora of tools and methodologies also exist to create "forensic" images or
what are more commonly referred to as, "forensic extractions". However, unlike in typical hard
drive forensics, all forensic images/extractions are not necessarily created equal. In fact, in many
instances each forensic tool will acquire and interpret data very differently. This is at least in part,
due to the proprietary, less than standard nature in which mobile devices are programmed and
thus store data. Further, the field of mobile forensics quickly advances and changes. Within a
short timeframe, numerous updates and advances for extracting data can be found for many
different mobile devices, which in turn changes what a forensic examiner could expect to extract
and ultimately analyze.
2
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There are three general industry accepted extraction methods commonly seen in mobile forensics.
The first is called a logical extraction, which (typically) only obtains active known data structures
the mobile forensic tool being used understands. In many scenarios, no deleted data can be
examined and much active data can go unreported; which can include materials thought of as
basic, such as textual communications and call logs that exist in default installed applications. Such
an extraction almost always, omits data related to third party/ non-default installed applications,
such as communication and history from the use of social networking, dating, and other
communication based applications.
The second method is commonly referred to as a file system or an advanced logical extraction.
This process essentially attempts to obtain a device's entire active file structure regardless of the
forensic tool's ability to parse and interpret the data within it. This provides an examiner and any
tools at their disposal, the ability to further/manually analyze the unreported data structures.
Although not all memory has been extracted, deleted data can be found with this process,
especially when looking for deleted content within database structures commonly associated with
text messaging or other communication applications.
The final and what is referred to as the best method is the physical extraction. This is essentially
the mobile forensic equivalent to a forensic "bit by bit" copy created during the typical hard drive
forensic preservation processes and will include all active and for the most part, unallocated
(unused or deleted) areas of a mobile device's memory. When such an extraction can be
accomplished, the most comprehensive analysis of a device's data can be conducted.
Mobile forensic tools are prone to mistakes and require constant vigilance by the examiner to
verify their output and interpretations. Common issues include the incorrect interpretation of
dates and times, the unsuccessful recovery of all deleted communication from default and third
party applications, as well as omitting data altogether for unsupported datasets which can include
default as well as popular third party installed applications. Because of this large room for error,
each individual examiner's knowledge base and methodology is heavily relied upon as the
automatic, "push button" output produced by a mobile forensic tool, by itself, most assuredly does
not report on all data contained within a device.
From speaking with Attorney Bernstein, it appears the case against
involves an
physical extraction of a mobile device, specifically, a Samsung GSM SGH-T889
Galaxy Note IL Pursuant to this extraction and based on the government's Motions in Limine, it
appears the government is alleging two things related to said extractions; 1. "Defendant Wipes his
Cellphone" and 2. "The data extracted from defendant's cellphone reveals that defendant massdeleted content form [sic] his cellphone before his arrest. Using the Cellebrite device, however, the
case agent was able to recover deleted content from defendant's phone."
Wiping, as understood in digital forensics, is the act (often intentional) of overwriting, purging, or
otherwise eradicating digital data in a way that makes it impossible to recover, even with advanced
digital forensic tools and methodologies. In this specific instance, the government's own agent
successfully recovered deleted materials as well as active data that never had been deleted from the
Samsung Galaxy Note II, and as such, "wiping" did not occur in this instance.
3
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Deleted data did exist and was successfully recovered by the Cellebrite software. Further deleted
data could be discovered within the individual databases for each category of information and
additionally, within the unallocated file space of the mobile device's flash memory chips. Such an
analysis would require more advanced knowledge and methodologies, typically only understood by
a person trained in digital forensics. Simply utilizing the automated "push button" reporting of the
Cellebrite tools, will not produce examination results at this level.
The time between when data is deleted from a mobile device and that device subsequently has its
contents extracted by mobile forensic tools, such as Cellebrite, is important when desiring to
obtain the most possible deleted content. Passing time is never a friend to the digital forensic
examiner, as each moment data is deleted and not recovered, opportunity is created for the data to
be permanently purged by way of normal operating processes consistent with the usage of solid
state electronic memory. Even with this being the case, it is not uncommon to recover months to
years, worth of deleted data from common smart phone devices.
Mobile forensic tools attempt to simplify an extremely complex topic and sub-specialty of digital
forensics. Even in those attempts, on-going training and experience in the use of mobile forensic
tools and methodologies is important to minimize the potential for error, manipulation of data,
and to procure the most data possible from a mobile device. Thus, as is vastly understood and
agreed upon within the field of digital forensics, it is incumbent that users of mobile forensic tools
perform their due diligence. This includes, but is not limited to, the consistent testing and
validation of their tools and methodologies.
Training in mobile forensics and specifically, the various Cellebrite products, exist directly through
the manufacture as well as third party vendors who specialize in such training. In fact, Cellebrite
has multiple certifications available for those who demonstrate a proficient level of expertise in
their products as well as the field of general mobile forensics. These include the Cellebrite
Certified Operator (formerly "logical operator"), Cellebrite Certified Physical Analyst, and
Cellebrite Certified Mobile Examiner. Just as the landscape in general mobile forensics changes
rapidly, Cellebrite's updating of their tools, features, and capabilities, also change at an extremely
brisk pace. Thus, a person's knowledge of the Cellebrite tools and their best uses, will become stale
and outdated unless one is willing to continue learning and adapt on a very regular basis.
Cellebrite and other mobile digital forensic tools assist in quickly preserving and reporting on
some data that exists on a mobile device. However, the information located within the default
reports that Cellebrite (and other such tools) quickly report on are in and of itself incomplete data.
Even for such data that appears to obviously exist in a complete format, training and expertise in
digital forensics to correctly interpret its context and all possible meanings to a trier of fact, is
required.
I swear that the above statement is true and correct to the best of my abilities, knowledge and
recollection.
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18 April 201 7

U ah P. Roloff, EnCE, CCE, CCLO, CCPA, CCME
President, Global CompuSearch LLC
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